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General Notes

SIMCom offers this information as a service to its customers, to support. application and
engineering efforts that use the products designed by SIMCom. The information provided is based
upon requirements specifically provided to SIMCom by the customers. SIMCom has not
undertaken any independent search for additional relevant information;. including any information
that may be in the customer’s possession. Furthermore, system validation of this product designed
by SIMCom within a larger electronic system remains the responsibility of the customer or the

customer’s system integrator. All specifications supplied herein are subject to change.

Copyright

This document contains proprietary technical information which is the property of SIMCom
Limited., copying of this document and giving it to others and the using or communication of the
contents thereof, are forbidden without express authority. Offenders are liable to the payment of
damages. All rights reserved in-the event of grant of a patent or the registration of a utility model
or design. All specification supplied herein are subject to change without notice at any time.

Copyright © Shanghai SIMCom Wireless Solutions Ltd. 2013
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Date Version Description of change Author

2013-18-01  V1.00 New version songjin

2013-12-27 V1.10 Rewrite using new document template songjin
Scope

This document presents the AT command of SSL operation and application examples. This
document can apply to SIMCom 3G modules, including
SIM5218/SIM5215/SIM5216/SIM5320/SIM5310/SIM6320/SIM6216 series modules.
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1 Introduction

This document presents the AT command of SSL operation for SIMCom 3G modules.
1.1 Features

SIMCom 3G series supports SSL certificate and key management AT operation.

2. SIMCom 3G series supports transfer over SSL(common
channel/HTTPS/FTPS/SMTPS).

3. SIMCom 3G series SSL supports SSL3.0/TLS1.0.
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2 AT commands

Below is the email associated with AT commands, detailed information please refer to

document [1].
Through these AT commands can achieve the following functions.

1) Open common channel session.
2) Close common channel session

3) Send data using common channel
4) Receive data using common channel \)
/:\

SIMCom_3G_SSL_Application Note_V1.10 6 2014-12-23



&3:::
ee!
Com

e et Smart Machine Smart Decision

3 Examples
There are some examples to explain how to use these commands.

In the "Grammar" columns of following tables, input of AT commands are in black , module
return values are in blue.

3.1 Bearer Profile (
N

T

X
3.2 Start Common Channel Stack

Common channel is a set of AT commands which provides common operation for UDP/TCP

client/SSL like OPEN/CLOSE/SEND DATA/RECEI\

O

3.3 Open C annel Session
~

<--

3.4 Send Small Data
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3.5 Send Large Data ‘\w
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3.6 Receive Data Automatically

\\'\

3.7 Re Data Manually
k , the receive mode is “automatic” mode. The AT+CCHSET can be used to set the
ive

e to “manual” mode. For example: AT+CCHSET=1,1. This command can only be
called before AT+CCHSTART.
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Y
3.8 Close Common Channel Session (%
NN

O

3.9 Stop Com Wanne tack
N\

T
&

3.10 Data Mode(Transparent mode)
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3.11 Use SSL Certificates and Key Files ®
3.11.1 Download Certificate/Key Fi 0«%

icate/Key Files in the Module

3.11.2 Li
A
( Description |
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3.11.3 Delete Certificate/Key Files in the Module

AT+CCERTDELE="client_cert.der" Delete certificate/key files.
OK

3.11.4 Set CAFile

The following command can be used to set the CA file for current SSL operation, This
command can only be used after AT+CHTTPSSTART/AT+CCHSTART/AT+CFTPSSTART:

AT+CCERTCA=0, "ca.pem" Set CA File
OK

3.11.5 Set Certificate File

The following command can be used to set the certificate file for current SSL operation, This
command can only be used after AT+CHTTPSSTART/AT+CCHSTART/AT+CFTPSSTART:

AT+CCERTCERT="my_cert.pem",0 Set Certificate File
OK

3.11.6 Set Key File

The following command can be used to set the key file for current SSL operation, This
command can only be used after AT+CHTTPSSTART/AT+CCHSTART/AT+CFTPSSTART:

AT+CCERTKEY=0,"my_key.pem" Set Key File
OK

3.11.7 Load CA/Certificate/Key Files

The following command can be used to load the CA/certificate/key files set using
AT+CSSLCA/AT+CSSLCERT/AT+CSSLKEY for current SSL operation, This command can only
be used after AT+CHTTPSSTART/AT+CCHSTART/AT+CFTPSSTART:
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3.11.8 Use Certificate/Key Files for Common Channel

The AT+CSSLCA/AT+CSSLCERT/AT+CSSLKEY/AT+CSSLLOADCK must be put after
+CCHSTART: 0 and before opening any common channel session. .
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Appendix

A Related Documents

B  Terms and Abbreviations

SIMCom_3G_SSL_Application Note_V1.10 14 2014-12-23



0oe.
ess:
8s:!
eesl
&Com
oM Tecn

Acompany

Smart Machine Smart Decision

Contact us:

Shanghai SIMCom Wireless Solutions Co.,Ltd.

Address: Building A, SIM Technology Building, No. 633, Jinzhong Road, Shanghai,
P. R. China 200335

Tel: +86 21 3252 3300

Fax: +86 21 3252 2030

URL: www.sim.com/wm
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